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Preface

In the last few decades, the application of wireless network increased rapidly along
with its several variations based on diverse applications of the users and customers.
Its main reason is flexibility and efficiency of the wireless network which is not
available in the wired network. So, it brings a large number of jobs, applications, and
opportunities for the students as well as customers. Although, the wireless network
is an efficient and robustness platform for communication and data transmission, it
has also some challenges and security issues in terms of several applications. Some
of them are mentioned as limited hardware resources, unreliable communication, the
dynamic topology of some wireless networks, vulnerability, unsecure environment,
etc. Hence, it causes several types of attacks, data loss, replication, eavesdropping,
overflow, etc., with respect to the architecture design of the wireless network. These
issues cannot be controlled and managed directly, but it can model and reduce as an
architectural solution. Therefore, to enhance the architecture model of the wireless
network and enhance the security mechanism, some innovative as well as novel ideas
are needed that reflected in this book.

Objective of the Book

This book contains some architectural solutions of wireless network and its
variations. It deals with modeling, analysis, design, and enhancement of different
architectural parts of the wireless network. The main aim of this book is to enhance
the applications of the wireless network by reducing and controlling its
architectural issues. This book is edited for wireless network’s users, academicians,
and researchers.

v
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Organization of the Book

The book contains 17 chapters that are organized in four parts as follows. Before
starting the parts, Chap. “Wireless Networks: Applications, Challenges and Security
Issues” describes the overview of wireless network and its variation along with
its several applications, challenges, and security issues. Part One contains four
chapters that outline the modeling of some security issues with their solutions for
enhancing the security part of the wireless network. Part Two contains four chapters
that highlight some optimization models of the wireless network for enhancing the
network lifetime. Part Three contains four chapters that outline the modeling of
the aggregation system to control redundant information. Part Four contains four
chapters that highlight some troubleshooting techniques that help to control and
manage different issues of the network.

Part One: Modelling of Security Enhancements (Chaps.
“An Authentication Model with High Security for Cloud
Database”–“Linear Secret Sharing-Based Key Transfer
Protocol for Group Communication in Wireless Sensor
Communication”)

This part outlines some security issues along with their solutions in the wireless
network and its variations as wireless sensor network and cloud-based network.
Short descriptions of these chapters are as follows.

Chapter “An Authentication Model with High Security
for Cloud Database”

This chapter outlines an authenticate model that handles security and privacy
problems of the cloud-based database. It helps to reduce malicious issues of the
network and provides traceable services to the users. Finally, it helps to find an
appropriate solution for the security issues at both administrator and customer
levels in various directions.
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Chapter “Design of Robust Smartcard-Based User
Anonymous Authentication Protocol with AVISPA
Simulation”

In this chapter, the author designed an extended user anonymous authenticated
session key agreement protocol using a smartcard. The scalability of this scheme is
measured in both formal and informal ways. Informal security analysis ensures that
the proposed scheme resists to various kinds of fraudulent attacks. The proposed
scheme does not only hold up security attacks, but also achieves some security
features.

Chapter “Data Security in Cloud Computing Using
Abe-Based Access Control”

This chapter discusses the dynamic access control model with the fusion of risk aware
and hierarchical attribute set-based encryption. The combination of both methods
provides a scalable and flexible services due to sub-domain hierarchy. It is also
proved to be dynamic by permitting the user to access the data by risk evaluation
using risk engine.

Chapter “Linear Secret Sharing-Based Key Transfer
Protocol for Group Communication in Wireless Sensor
Communication”

In this chapter, an intelligent protocol is proposed with the fusion of linear secret
sharing and elliptic curve techniques. The combination of both techniques helps to
overcome the drawback of traditional protocols. The proposed security protocol helps
to reduce the overhead of the network and enhance the several security mechanisms
against different conflicting attacks.
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Part Two: Optimization Model for Network Lifetime
(Chaps. “Fuzzy Rule-Based System for Route Selection
in WSN Using Quadratic Programming–“Fuzzy
Q-Learning-Based Controller for Cost- and Energy-Efficient
Load Balancing in Cloud Data Center”)

This part outlines some optimization models for enhancing the network lifetime of the
wireless network or some variation of the wireless network by reducing uncertainty
information and managing conflicting parameters of the networks. Short descriptions
of these chapters are as follows.

Chapter “Fuzzy Rule-Based System for Route Selection
in WSN Using Quadratic Programming”

In this chapter, a combination of intelligent technique as well as mathematical
modeling is used where fuzzy logic as an intelligent technique and quadratic
programming as mathematical modeling are used for solving the proposed goal.
The combination of both provides a robustness technique that uses two basic
parameters energy and distance for selecting the optimal route of the network.

Chapter “Wireless Sensor Network Routing Protocols Using
Machine Learning”

This chapter consists of some machine learning algorithms to optimize the route of
the wireless sensor network. This optimization helps the sensor nodes to learn the
experience data to make appropriate routing decisions and respond to the changing
environment using some learning techniques such as distributed regression, self-
organizing map, and reinforcement learning.

Chapter “Distributed Traversal Based Fault Diagnosis
for Wireless Sensor Network”

In this chapter, the author proposed a traversal-based diagnosis algorithm that seeks
to diagnose both permanent as well as an intermittent fault in a sensor network. The
proposed algorithm employs a special node called an anchor node to traverse the
field. So, it is decided by a proposed traversal algorithm taking into consideration the
length and breadth of the sensor field and the transmission range of the nodes. The
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anchor node stops at defined positions in the deployment field where it executes the
fault diagnosis algorithm taking into consideration the normal sensor nodes which
are in its range.

Chapter “Fuzzy Q-Learning-Based Controller for Cost
and Energy Efficient Load Balancing in Cloud Data Center”

In this chapter, the author proposed a fuzzy Q-learning-based self-learning controller
to optimize the load for a specific data center. The proposed method also helps to
reduce uncertainty and solve the congestion issue efficiently through fuzzy linguistic
behavior and membership function. In this proposal, the fuzzy output parameter is
considered as reward value which is used to learn and update the state for each data
center.

Part Three: Modelling of Aggregation Systems (Chaps.
“Localization Techniques Using Machine Learning
Algorithms”–“Analysis of Network Parameters for Network
Lifetime in WSN: A Fuzzy Quadratic Programming
Approach”)

This part outlines some aggregation techniques that help to model several issues
of the network and reduce redundancy of the wireless network efficiently. Short
descriptions of these chapters are as follows.

Chapter “Localization Techniques Using Machine Learning
Algorithms”

In this chapter, the author illustrates how the localization issue in wireless sensor
networks can be solved using the three categorized machine learning algorithms
such as supervised learning, unsupervised learning, and reinforcement learning
algorithms. It also highlights that which machine learning algorithms conjointly
evokes several sensible solutions for localization of nodes that maximize resource
utilization and prolong the lifetime of the network.
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Chapter “Vehicular Delay Tolerant Network-Based
Communication Using Machine Learning Classifiers”

In this chapter, the authors highlight vehicular delay-tolerant network-based
communication using machine learning classifiers. First the authors analyzed
which machine learning classifier is the best solution for our problem. In this work,
the authors used machine learning classifiers for filtering efficient vehicular nodes,
so that packets can be delivered from source to destination.

Chapter “Applications of Big Data and Internet of Things
in Power System”

This chapter highlights the use of big data and IoT for the power systems. IoT can
be used in various areas of power system such as metering, transformer monitoring,
prediction of demand, and planning for future consumption. The main objective of
this chapter is to make a clear understanding of the use of big data and IoT in the
power system and how it will improve customer service and social welfare.

Chapter “Analysis of Network Parameters for Network
Lifetime in WSN: A Fuzzy Quadratic Programming
Approach”

In this paper, a fuzzy quadratic programming is used to optimize network parameters
efficiently. It is the fusion of fuzzy logic and quadratic programming. Fuzzy logic
is a multi-values logic which is used to reduce uncertainty and estimate imprecise
parameters efficiently. Quadratic programming is a nonlinear programming based
on second order of mathematical polynomial for reducing the main objective. The
combination of both helps to analyze conflicting network parameters and decide the
optimal objective value along with constraints.
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Part Four: Analyzing of Troubleshooting Techniques (Chaps.
“IDS Detection Based on Optimization Based on WI-CS
and GNN Algorithm in SCADA Network”–“Investigation
of Memory, Nonlinearity and Chaos in Worldwide Monthly
Mobile Data Traffic in Smartphones”)

This part outlines different troubles in the wireless network in terms of intrusion,
attack, and chaos and also provide their modeling methods. Short descriptions of
these chapters are as follows.

Chapter “IDS Detection Based on Optimization Based
on WI-CS and GNN Algorithm in SCADA Network”

In this chapter, it is identify and categorize the anomalies in a SCADA system through
data optimization. At the initial stage, the collected real-time SCADA dataset is given
as input. Then by using the aforementioned proposed machine learning algorithms,
these data are clustered and optimized. Later to find the type of intrusion will remain
as a further challenge, and for that, the authors proposed HNA-AA algorithm.

Chapter “Performance Analysis of MANET Under Grayhole
Attack Using AODV Protocol”

In this chapter, the author analyzed the performance of the mobile ad-hoc network
under grayhole attack as per AODV routing protocol using NS-2 simulation
environment. Several attacks make the network pretty much risky to rely upon
when scaling up on a large scale. Under the mobile ad-hoc network, all the
transmissions between the mobile nodes occur wirelessly.

Chapter “Technique to Reduce PAPR Problem
in Next-Generation Wireless Communication System”

In this chapter, a technique is design for reducing PAPR in next-generation wireless
communication system. The main effect of strong PAPR is instability in the
analog-to-digital converter and digital-to-analog converter, decreased its
performance and raised costs. A PAPR reduction technique such as clipping and
filtering greatly improves the efficiency compared to the initial GFDM signal
PAPR.
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Chapter “Investigation of Memory, Nonlinearity and Chaos
in Worldwide Monthly Mobile Data Traffic in Smartphones”

In this chapter, the proposed chapter employs certain statistical signal processing
techniques to realize the memory, self-similarity, self-organized criticality,
nonlinearity, and chaos in the present time series of worldwide monthly mobile
data traffic per smartphone. This study possibly indicates a persistent, self-similar,
deterministic, nonlinear, and non-chaotic profile with no “soc” for the present time
series.
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Wireless Networks: Applications,
Challenges, and Security Issues

Santosh Kumar Das, Vishal Maheswari, and Aditya Sharma

Abstract Nowadays, wireless technology is an essential part of communication.
Most of the organizations benefitted by adopting wireless technology solutions may
lead to higher productivity. Today, globally, several customers are using this tech-
nology for resolving various business issues and create advantages over competitors.
This technology helps to achieve high customer satisfaction with lesser complexity.
It also assists various types of exciting applications such as sensor networks, Blue-
tooth, mobile communication systems, and Internet of Things (IoT). Wireless tech-
nology makes the use of radio waves to transfer data without cables or wiring. In
this proposed paper, several applications of wireless networks and its variations are
illustrated along with their challenges and security issues. It provides a guideline
about upcoming inventions in the area of wireless technology.

Keywords Wireless ad-hoc network · Wireless sensor network · Security issues ·
Challenges · Internet of Things · Attacks

1 Introduction

In the last few decades, the applications of wireless networks and their variations have
increased rapidly due to the widespread use in the developing wireless techniques
[1–3]. Wireless in its simple form can be expressed as the automation process in
which transfer of data and information takes place without using any wired media.
One might be thinking how can data be transferred without using wires and if so, then
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what is the medium? Air is the only medium for the transfer of data through wireless
mode which in return uses electromagnetic waves for the transmission of signal from
the transmitter to the receiver [4]. One might be able to understand that for short-
ranged communications, one can use the wireless technology very smoothly but
what about the long-range communication? Therein comes the concept of receiving
and transmitting data through the waves, i.e., radio waves, which in it provide some
energy for the transmission to occur over longer distances. Herein, it is cleared out
the use of wireless technology which is applicable and widely used for both short
as well as long-distance communication. Figure 1 shows types of wireless network.
Wireless network are categorized as three major types which are: Wireless ad-hoc
network (WANET) [5, 6], wireless sensor network (WSN) [7, 8], and other wireless
network. WANET is a collection of dynamic nodes that are deployed at a particular
location for any operation. It has several variations or types such as mobile ad-hoc
network (MANET) [9], vehicular ad-hoc network (VANET) [10, 11], and hybrid ad-
hoc network (HANET) [12]. MANET is a collection of mobile nodes that are simply
movable based on the requirement of the users or customers. VANET is a collection
of different vehicles that are connected dynamically to provide the services to the
driver as well as the passenger for an automated system. HANET is a combination of
static as well as dynamic nodes. The combination of both helps the user in both static
and dynamic purpose of the services. WSN is a collection of wireless sensor nodes.
The purpose of these sensor nodes is to sense environmental information and send
it to the base station (BS). BS analyzes this information for future processing and
forwards it to the sink node. WSN is also used in HANET with the fusion of VANET
and smart ad-hoc network to make use the services of Internet of Things (IoT) [13].
In HANET, several physical objects are connected with digital technology to make
an efficient and appropriate communication services in HANET.

IoT is nothing more than a collection of wide range of software, systems, and
users via the Internet technology; having a built-in ability of transferring data over
a network without having a human interaction [14, 15]. Talking about first genera-
tion of IoT, SCADA [16] is an acronym for “supervisory control and data acquisi-
tion”. SCADA provides a bundle full of different types of software-based application
program to perform a particular task which can be accessed from remote location.
It includes both hardware as well as software components. The use of hardware

Fig. 1 Types of wireless network
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component is to gather the data and then feed it into the computer, wherein the
next step is carried out by respective software according to the situation. A SCADA
system is used to gather information, like from where the smoke is coming from a
building, then it transfers the information gathered back to the central site, warning
the home station that the smoke has occurred, carrying out the necessary analysis and
further controlling the scenario, gathering some more information for determining
whether the smoke is caused by fire, and displaying the gathered information in a
proper logical and organized manner. Other areas where SCADA system can be used
include municipal water supply, in a small building and many more. The next section
is illustrated with developmental strategy of IoT and other variations of the wireless
network.

The roadmap of the paper as follows. Unit 2 describes some applications of
wireless network and its variations. Unit 3 illustrates some constraints of ad-hoc
and sensor network. Unit 4 describes some security and major design issues. And
Unit 5 concludes the paper.

2 Applications of Wireless Network and Its Variations

IoT is one of the novel variations of the wireless network. First of all, an ecosystem of
IoT is developed. This ecosystem is different from the typical ecosystem containing
some planets and stars. This ecosystem contains in it a huge number of hardware
and software devices that are connected to a Web-enabled network source which
encapsulates a number of embedded processors, sensors, hardware, and software
based on the task they are going to be helping with. The gathered data is shared by
the IoT devices by bridging of the data to the gateway of IoT or sending the data
to the cloud based systems where it can be easily analyzed and the output can be
made to be accessed and performed as required. All the objects which are having an
in-built sensor are connected to an IoT based platform, which gathers the data from
various hardware devices and share the unmatched information with the software to
meet the required data analytics.

The ecosystem of IoT platform can itself decide which information is to be taken
into consideration and which can be safely ignored without any loss or manipulation
of data. The information collected is based on a preprogrammed software which
include some patterns and recommendations used to find out some possible prob-
lems or issues before they take place. For an example, a person is the owner of a
supermarket store, and he/she must be aware of the products which are most popular.
Sensors can be placed in the supermarket to detect the most popular areas, and where
customers wait around or stay for a longer span of time [17–19]. The faster selling
products can be identified by checking the daily sales data, in case the most selling
product must not go out with not on stock board; automatically align sales data with
supply, so that popular items don’t go out of stock.

The information gathered by the smart connected devices can guide one in making
smart decisions on the products to have a higher stock, which would be completely
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based on the people’s shopping bucket list and would help in saving the man-power
required to take up the stock and check out over people’s activity. It is obvious that the
data gathered by the devices will bring more efficiency and accuracy as compared
to the traditional means; and likewise, more efficiency leads to doing work in a
smarter and more controlled manner and resulting in work. By the help of smart
objects and systems, one can automate certain tasks, particularly when those tasks are
bulky, repetitive, mundane, time-taking, or dangerous. Let us have a look over some
examples to make the scenario clearer and more accurate. In one’s daily monotonous
life routine, everyone has to work for having a meal and having a pending or delayed
work can make one lose one’s job. In this competitive era where technology is faster
than human, many times one faces a scenario where a person woke up on time, but
it’s raining outside or his/her car engine is not working, someone has flattened his/her
car tier, he/she had to get off in traffic and many others. In all such cases, there is a
fixed prepared reason to be used by human for his/her delay. Here comes the role of
IoT where the delay can be easily postponed and one need not have to blame one’s
luck over it. Let us summarize some of the benefits of IoT taking the above scenario
into consideration.

(a) Save time and money
(b) Ease of service
(c) Enhance working experience
(d) Increase productivity
(e) Low investment high returns
(f) Taking smart business decisions
(g) Easy to monitor the business.

IoT helps companies and individuals to take smart decisions, adopt smart technolo-
gies, and allow them to work more productively and efficiently. The major concern
of developer is how they are going to secure the use of such an enormous amount
of data, where all the devices are connected to Internet. For the use of IoT based
devices, the only thing which needs to be taken into consideration is the security and
privacy issues. The IoT based devices needs to be always connected to a network,
the hacker has to simply gain an access to any single device and manipulate all
the data, and for a solution to it, you can provide security patch on a regular time
interval. But how many manufacturers are there who will update it to the latest fire-
wall? Apart from, WANET, MANET, VANET, HANET, and WSN, several wireless
networks are used based on customer requirements such as cellular network, mesh
network, delay tolerant network, and software defined network. The stated varia-
tions of the wireless network have become a major and important part of our life and
real-life applications. The combination of all variations gives a lot of efficient and
reliable benefits to the users and customer in terms of mobility and remote areas. It
is low cost, low time consuming, more efficient, and intelligent compared to wired
network. It is also simple for use and license free and also deployable. Wireless
network is a location-depended service that is a replacement of wired network and
helps to the users and customers in emergency situation, business, offices, traveling
salesman, etc. with combinations of some devices such as Wi-Fi, GPS, and cordless
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Fig. 2 Applications areas of wireless network

telephones. There are several applications of wireless networks and its variations
which is shown in Fig. 2. Some of them are artificial intelligence, enforcement and
control systems, environmental monitoring, intelligent transport systems, IoT, mili-
tary applications, person locator services, smart environment, telecommunications
system, traffic avoidance, virtual reality visual surveillance sensor networks, etc.

3 Constraints of Ad-Hoc and Sensor Networks

The fusion of WANET and WSN is known as ad-hoc sensor network. Although,
both have some similar features, they also both have some differences like a number
of nodes in WSN are more as compared to WANET. The nodes in WSN, known
as sensor nodes, are more prone to failure and energy drain. Although there are
several applications and usage in terms of wireless network-based infrastructure and
infrastructure-less, static, and dynamic topologies, combination of both have some
limitations that differ from classic network such as limited energy supply, limited
computing power, limited bandwidth of the wireless links connecting data, routing
challenges, data aggregation, coverage and scalability, and data reporting methods
and protocols. Summarized limitations are described as follows.

(a) Limited hardware resources: Due to several issues of WSN such as limited
storage, computational system, limited energy, long distance from receiver, it
is limited by the hardware resources.
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(b) Unreliable communication: Due to limited bandwidth, dramatically depen-
dency, temporary, and variable channel, the communication is always unreli-
able.

(c) Dynamic topology: In terrestrial sensor network, nodes are deployed densely,
and in underwater sensor network due to flow of water, sensor nodes are mobile.

(d) Vulnerability and insecure environment: There are several applications of
sensor nodes such as monitoring, sensing, target tracking, and detecting hostile
object and region. So, nodes become susceptible to attacks and threats.

The several networks and their variations have been described in the above-
mentioned section. In each variation, security is one of the most crucial parts in
every sector of real-life application. There are several limitations and constraints
described in the above section, in which limited energy is the crucial part. Due to
the above constraints, several threats are detected in the network as shown in Fig. 3.
Basic types of these threats are as follows [20, 21].

(a) Passive attacks: This attack is done by the malicious nodes without inter-
rupting the main operation by receiving information about network and data
transmission, e.g., message distortion, unnecessary message reply, leakage or
trap secret information, interfering, and eavesdropping.

(b) Active attacks: This attack is done by some external or internal nodes. It can
destroy or delete the important data and information, and sometimes it tries to
modify, inject, or drop data packet.

(i) Compromise attacks: In this attack, attacker may compromise the node
for modifying or reading the secret data or information.

(ii) Routing attack: This attack consists of unreliable data transferred to the
destination node. It is also known as rushing attack. Examples are packet
dropping, packet replication, routing table poisoning, and overflow.

(iii) DoS attack: It this attack, attacker tries to prevent the resources from
accessing the data. It is more difficult to detect and handle. Sometimes,
it handles with encryption method of the cryptography.

Fig. 3 Attacks and its type
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4 Security and Major Design Issues

Ad-hoc and sensor network and its variations have different capabilities in terms
of topology and network parameters. In the above sections, several limitations and
constraints discussed that motivate for designing an efficient model that care about
the following paradigms.

(a) Modeling of security enhancements: The nodes of ad-hoc and sensor
networks are dynamic and autonomous. They act as routers and help in sending
and transmitting the data packets. It greatly relies on the environment of
the modern technology. It also has several limitations like limited energy
supply, limited computing power, limited bandwidth of the wireless links
connecting data, routing challenges, data aggregation, coverage and scalability,
data reporting methods and protocols, unreliable communication, vulnerability,
and unsecure environment. These stated limitations cause two types of attacks:
passive and active attacks. Examples of passive attacks are message distortion,
unnecessary message reply, leakage or trap secret information, interfering,
and eavesdropping. Examples of active attacks are modify, inject or drop data
packet, modify or read secret data information, packet dropping, packet replica-
tion, routing table poisoning and overflow, etc. So, network needs an intelligent
and efficient security modeling with the help of any artificial intelligence, soft
computing, and machine learning techniques. Sometimes cryptographic tech-
nique is also mixed with any of the stated techniques to make the network more
secure in terms of privacy in both systems like network-based data as well as
cloud-based data.

(b) Optimization Model for Network Lifetime Enhancements: The nature of the
ad-hoc and sensor network is dynamic and autonomous. Each node behaves
as router and acts as an intelligent agent that plays the role of data trans-
ferring agent between source and destination nodes. Due to this intelligence
characteristic, several types of interferences occur. So, there is need of some
optimization techniques to model the network and enhance the lifetime of the
wireless network. Network lifetime is the time duration between when the
network is started and when half of the nodes are exhausted. The optimization
technique is used to find an optimal as well as feasible solutions. The optimal
solution is the best solution among all of the solution, and feasible solution is
the solution nearby optimal solution. In ad-hoc and sensor network, optimal
solution indicates the solution when all network metrics are outperformed in
terms of traditional worst metrics. It helps to increase and decrease the network
metrics based on network lifetime such as packet delivery ration, throughput,
goodput, and residual energy are increases and end-to-end delay, packet loss,
jitter, overhead, are decrease. The combination of both changes helps in overall
network performance.

(c) Modeling of Aggregation Systems: Ad-hoc and sensor network is a collection
of large number of small nodes. The purpose of the wireless sensor nodes is to
sense the main requirement phenomena from the environment and send it to the
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required places. The purpose of the network is that it should be useful in several
applications such as military, security maintenance, disaster management, and
habitat monitoring. In each application, a node plays an important role, and
each ad-hoc node or sensor node consists of limited energy capacity or battery
which is not sufficient during any operation. Both the networks have high
density due to several variations of sensor nodes or ad-hoc nodes. Same data
packets are sensed by multiple nodes and raising the redundancy or duplicate
data packets. Data aggregation is used to control this issue efficiently and in an
intelligent way. This data aggregation technique is rapidly used in ad-hoc and
sensor network and their several variations. It helps to enhance the network
lifetime as well as network metrics efficiently.

(d) Analysis of Troubleshooting Techniques: The above-mentioned sections and
paragraphs contain several applications and uses of ad-hoc and sensor network.
In each application, there are several types of randomness and uncertainties. It
raises multiple interferences between one node and another node, source node
to destination node or among multiple neighbor nodes. These interferences and
uncertainties are the main cause of imprecise information and network troubles.
These results in of several network security issues and cause different attacks
that are mentioned in the above section. Hence, there is a need of some intelli-
gent technique using artificial intelligence, soft computing, machine learning,
or any other intelligent technique. Sometimes a single technique is efficient for
handling any trouble. Sometimes there is need of some fusion between multiple
techniques. The combination of multiple techniques provides more robustness
for handling uncertainty of the network and estimate imprecise information
efficiently.

The stated inherent paradigms required some necessary precautions shown in
Fig. 4 which help to overcome some major design issues such as coverage that
indicates communications between two or multiple nodes in term of data acquisition.

Fig. 4 Requirement of security
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